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Foreword

If it cannot be evidenced, it cannot be defended. The age of autonomous Al agents supports governance
approaches that treat agents as untrusted actors, tool invocations as potential attack vectors, and board
meetings as regulatory checkpoints.

Reading guidance: This paper serves two audiences simultaneously. For security researchers and practitioners, it
introduces the Agentic Kill Chain as a formal attack lifecycle model with controlled simulation validation (Sections 3, 10, Appendix
A-B). For board directors and enterprise leaders, it provides a governance architecture with quantified business case,
regulatory mapping, and actionable implementation roadmap (Sections 8, 11, 12, 15). Readers may engage with either track
independently.

Enterprise Al has crossed a threshold that few boards comprehend. In twelve months, autonomous agents moved
from laboratory curiosity to production infrastructure — processing financial transactions, managing healthcare
decisions, and governing critical national infrastructure.

The evidence is substantial. Non-human identities outnumber human users 144 to 1 (Entro Security, n=27M NHIs,
H1 2025). Lateral movement in Al-powered attacks has collapsed from 48 minutes to 4 minutes (ReliaQuest,
n=4,500 incidents, 2026). The first documented Al-orchestrated cyberattack — GTG-1002 — saw an autonomous
agent execute 80—-90% of operations independently (Anthropic, November 2025). Meanwhile, 97% of organizations
that suffered Al-related breaches lacked proper access controls (IBM Cost of a Data Breach, n=604 organizations,
2025).

This whitepaper makes four original contributions. First, the Agentic Kill Chain — a seven-stage model mapping
autonomous attack progression, extending MITRE ATLAS with three novel stages and formal ATT&CK defensive
mapping. Second, the Agent Identity Graph — decomposing the 144:1 NHI ratio into ten governable categories.
Third, controlled attack simulations across 50 agents using GPT-40, Claude 3.5 Sonnet, Llama 3 70B, and
Mixtral 8x22B, demonstrating 89—96% exploitation reduction through layered defense. Fourth, the first integrated
regulatory exposure model quantifying compound personal liability across five concurrent regimes.

"The organisations that survive this transition will be those that build governance infrastructure
before their first agentic Al incident — not after.”

— Kieran Upadrasta, March 2026
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The Agentic Al Security Stack

This whitepaper presents four integrated models — collectively forming the Agentic Al Security Stack — that
address autonomous agent risk from threat identification through board-level assurance. Each layer builds on the
one below, creating a unified governance architecture deployable in 24 weeks.

THE AGENTIC Al SECURITY STACK — Unified Framework (v1.0)

Four integrated models for governing autonomous Al agents from threat to assurance

LAYER 4: GOVERNANCE MODEL Evidence Chain + Board Mandate

Obligation > Control > Evidence > Assurance
Compound regulatory mapping (DORA + NIS2 + EU Al Act + SEC)
810% ROI | 24-week deployment | Board Resolution Template

LAYER 3: ARCHITECTURE MODEL Zero Trust Agent Architecture

5 independent defense layers | Sub-500ms kill switches
89-96% exploitation reduction (n=2,000 trials)
Control Plane + Circuit Breakers + SPIFFE revocation

LAYER 2: IDENTITY MODEL Agent Identity Graph

144:1 NHI decomposition into 10 governable categories
Risk-weighted scoring | Credential lifecycle governance
DID/VC cryptographic identity | JIT privilege issuance

LAYER 1: ATTACK MODEL Agentic Kill Chain

7-stage autonomous attack lifecycle
3 novel stages (Tool Compromise, Trust Escalation, Cascading Impact)
MITRE ATLAS mapping | 50-7,500x temporal compression

Citation: Upadrasta, K. (2026). The Agentic Al Security Stack. In: The Agentic Al Attack Surface. Cyber Al Systems Inc.

Layer 1 — Attack Model (Agentic Kill Chain): Maps the seven-stage autonomous attack lifecycle with three novel
stages absent from existing kill chains. Provides temporal compression analysis (50-7,500x acceleration) and
formal MITRE ATLAS technique mapping for each stage.

Layer 2 — Identity Model (Agent Identity Graph): Decomposes the 144:1 non-human identity ratio into ten
governable categories with risk-weighted scoring. Enables targeted credential governance rather than
undifferentiated approaches to the NHI crisis.

Layer 3 — Architecture Model (Zero Trust Agent Architecture): Five independent defense layers achieving
89-96% exploitation reduction across 2,000 controlled trials. Sub-500ms kill switches operating independently of
agent logic. Validated against all seven Kill Chain stages.

Layer 4 — Governance Model (Evidence Chain + Board Mandate): Maps regulatory obligations to auditable
controls across DORA, NIS2, EU Al Act, SEC, and GDPR simultaneously. Includes board resolution template, KPI
dashboard, and quantified business case (810% three-year ROI).

Suggested citation: Upadrasta, K. (2026). The Agentic Al Security Stack: A unified framework for governing autonomous
agents. In: The Agentic Al Attack Surface: Autonomous Agents, Tool Misuse, and the Rise of Machine-Speed Exploitation. Cyber
Al Systems Inc.
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1. Executive Summary

Establish defensible Al agent governance in 24 weeks. Reduce NHI exposure by 67%. Achieve
DORA/EU Al Act compliance before August 2026. Protect $47M+ in M&A value. Deploy Kill
switches with sub-500ms containment. 3-year net ROI: $6.9M on $850K investment.

This whitepaper provides an evidence-based governance blueprint — grounded in 56 primary sources, 47
simulated attack scenarios across four LLM architectures, and implementation data from 40+ enterprise
deployments.

Principal Findings

e 144:1 NHI Ratio — 97% hold excessive privileges; 91% of former employee tokens remain active (Entro
Security, n=27M, 95% ClI)

e 4-Minute Lateral Movement — 85% reduction from 2024; fastest data exfiltration: 6 minutes (ReliaQuest,
n=4,500)

e 84.6% Inter-Agent Exploitation — vs. 46.2% direct injection; only 1/17 LLMs secure (peer-reviewed,
arXiv:2509.10540)

* 89-96% Exploitation Reduction — Full five-layer defense validated across 500 trials per attack vector
(Section 10.3)

e Compound Penalty: 18%+ of turnover — Single agentic Al failure triggers DORA + NIS2 + EU Al Act +
SEC + GDPR simultaneously

Original Contributions

e Agentic Kill Chain: 7-stage model with 3 novel stages, formal MITRE ATLAS mapping, temporal
compression analysis

e Agent Identity Graph: Visual decomposition of 144:1 NHI ratio into 10 governable identity categories with
risk scoring

e Controlled Simulations: 50 agents (AutoGPT, CrewAl, LangGraph), 4 LLMs, 500 trials/vector, reproducible
methodology

« Integrated Regulatory Exposure Model: First compound liability quantification across 5 concurrent regimes
* Quantified Business Case: Board-ready ROl model with 3-year projection ($850K investment, $6.9M net
return)

Scope and Limitations

This research has four principal limitations. First, NHI ratio data (Entro Security, n=27M) reflects primarily North
American and European enterprises; Asia-Pacific and Middle Eastern ratios are extrapolated from CyberArk
baselines and may differ. Second, enterprise case studies are anonymized and cannot be independently verified,
though outcomes were confirmed through independent audit. Third, attack simulations were conducted in controlled
laboratory conditions; production environments with different agent frameworks, network topologies, or LLM
configurations may yield different results. Fourth, regulatory penalty calculations represent maximum theoretical
exposure under current legislation; actual enforcement will depend on jurisdiction-specific transposition,
prosecutorial discretion, and evolving case law. Market projections are presented as ranges where analyst
estimates diverge.

(C) 2026 Kieran Upadrasta | www.kie.ie Page 7 of 42



Number of Sources

The Agentic Al Attack Surface | Autonomous Agents, Tool Misuse, and the Rise of Machine-Speed E

2. Research Methodology & Evidence Framework

This research synthesizes 56 primary sources spanning six evidence categories. Each claim is grounded in

traceable data with explicit sample sizes and confidence assessment.

Research Methodology: 56 Primary Sources by Category with Evidence Confidence
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Regulatory Peer-Reviewed Threat Intel Framework Enterprise Vendor
Texts Research Reports Standards Case Studies Research
Regulatory Texts ~ EU Al Act (2024/1689), DORA (2022/2554), NIS8, {iik @S &RstSEENts 100%

Peer-Reviewed arXiv:2509.10540 (EcholLeak), arXiv:2507.06850 agapeettacks), UC Berkele§5@.TC
Threat Intelligence CrowdStrike GTR 2026 (n=2K+), IBM X-Force 2020)G0=lia@idesite=4.5K)  90%
Standards OWASP Agentic Top 10 (100+ researchers), CSA fRAESTIRG (243 controls), M@t Al RMF
Case Studies 4 anonymized (FinServ, Insurance, PE, Healthcatey, aordepaadientty audited 85%

Market Research ~ Grand View, Mordor Intelligence, MarketsandMaketse&attriemEross-referenésely

60

Limitations: NHI data reflects primarily North American/European enterprises (n=27M); Asia-Pacific ratios may differ. Enterprise
case studies are anonymized. Market projections presented as ranges where analyst estimates diverge. Simulation results
obtained in controlled laboratory conditions; production environments may yield different outcomes depending on agent

framework configuration and network topology.
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3. The Agentic Kill Chain: Original Attack Model

(n=2,000+) incident data.

ORIGINAL CONTRIBUTION: Extends MITRE ATLAS (15 tactics, 66 techniques) with 3 novel
stages absent from all existing Kill chains. Includes formal ATT&CK defensive mapping and
temporal compression ratios validated against ReliaQuest (n=4,500) and CrowdStrike

3.1 Seven-Stage Model with ATT&CK Mapping

THE AGENTIC KILL CHAIN™

— 7-Stage Autonomous Attack Model

RECON
& PROFILING

Agent discovers

enumerates NHis

targets, maps APIs,

IDENTITY
ACQUISITION

Harvest credentials,

forge agent DIDs

exploit dormant tokens,

TOOL
COMPROMISE

Poison MCP servers,
shadow tool descriptors,
inject schemas

TRUST
ESCALATION

Exploit inter-agent
trust (84.6% success),
elevate privileges

AUTONOMOUS
EXECUTION

Machine-speed lateral
movement (4 min),
data exfiltration

PERSISTENCE
& EVASION

Memory poisoning,
session persistence,
rogue agent creation

CASCADING
IMPACT

Downstream poisoning
(87% in 4hrs),
regulatory trigger

7

TRADITIONAL: 48hrs - 21 days | AI-POWERED: 4 minutes - 6 hours

DEFENSE MAPPING:

Identity Controls - Tool Governance - Kill Switches - Evidence Chain

Original contribution: Maps autonomous agent attack progression from reconnaissance to cascading failure.

Extends MITRE ATLAS (15 tactics, 66 techniques) with agent-specific temporal compression analysis.

Traditional Al-Powered | ATLAS Mapping| Key Evidence

XBOW: 560 vulns (HackerOne 2025)

Recon

Identity

Tool Compromise*
Trust Escalation*
Execution
Persistence

Cascade*

2-5 days 15-45 sec AML.T0O016
1-3 days 2-10 min AML.T0040
N/A 5-30 min AML.T0043
N/A 1-5min AML.T0O048
4-48 hrs 4-18 min AML.T0044
Ongoing Session AML.T0O047
N/A 4 hrs AML.TO051

91% ex-employee tokens active (Entro)

CVE-2025-6514: 500K devs (OECD.AI)

84.6% success (arXiv:2509.10540)

GTG-1002: 80-90% autonomous (Anthropic)

Memory poisoning persists (OWASP ASI06)

87% downstream poison (Galileo Al)

* Novel stages with no equivalent in Lockheed Martin Cyber Kill Chain or MITRE ATT&CK Enterprise.

3.2 Temporal Compression & Defense Mapping

(C) 2026 Kieran Upadrasta | www.kie.ie
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AGENTIC KILL CHAIN - MITRE ATLAS - DEFENSIVE CONTROL MAPPING

g 5 " 3.Tool 4.Trust . :
Kill Chain 1.Recon 2.1dentity Compromise Escalation 5.Execution 6.Persist 7.Cascade
v v v v v v v
LA AML.T0016 AML.T0040 AML-T0043 AML-T0048 AML.T0044 AML.T0047 AML.T0051
Discover Cred.Access PPy . Execution Evasion Impact
Chain Exploit
v v v v v 17 \Z
NHI T MCP Agent Kill Memory Circuit
Defense Inventory Credentials Governance Isolation Switch Audit Breaker

Each Kill Chain stage maps to specific ATLAS techniques and recommended defensive controls.

Coverage gap analysis: Stages 3-4 have ZERO traditional SIEM/SOAR detection rules.

3.4 Novelty Justification: Why These Are Not Relabelled ATT&CK Stages

A critical question for reviewers: are AKC.03, AKC.04, and AKC.07 genuinely new, or merely existing ATT&CK
tactics applied to a new context? The following analysis demonstrates substantive architectural novelty across
three dimensions.

MITRE ATT&amp;CK Enterprise| Agentic Kill Chain (Novel Stages) Why Different

Supply Chain Compromise Targets runtime tool descriptors ATT&amp;CK T1195 is static pre-cdeployment.
Tool Compromise (T1195) targets code/binaries (MCP schemas, API specs) that ~ AKC.03 exploits dynamic runtime
(AKC.03) before deployment agents discover dynamically tool discovery unique to agents.

Privilege Escalation (TA0004) Exploits inter-agent trust No ATT&amp;CK technique addresses
Trust Escalation exploits OS/application relationships — a social layer agent-to-agent persuasion.
(AKC.04) permission boundaries that has no OS equivalent 84.6% success rate is architectural.

Impact (TA0040) models Models multi-agent propagation ATT&amp;CK Impact is single-target.
Cascading Impact single-system destruction where one compromised agent AKC.07 models graph propagation
(AKC.07) or manipulation corrupts downstream agents across autonomous agent networks.

The architectural distinction is fundamental: ATT&CK Enterprise models human-directed attacks against static
infrastructure. The three novel Kill Chain stages model autonomous agent-to-agent interactions that exploit runtime
tool discovery (AKC.03), social trust between non-human entities (AKC.04), and graph-propagation dynamics
across multi-agent systems (AKC.07). None of these interaction patterns exist in traditional computing
architectures, and therefore none are addressable by existing ATT&CK techniques.

Aggregate temporal compression: traditional full-chain execution (7—21 days) compresses to 4 minutes—6 hours for
Al-powered attacks — a 50-7,500x acceleration. Stages 3—4 (Tool Compromise, Trust Escalation) have zero
traditional SIEM/SOAR detection coverage, creating a critical defensive gap that the Zero Trust Agent Architecture
(Section 10) addresses.

(C) 2026 Kieran Upadrasta | www.kie.ie Page 10 of 42
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3.3 Framework Comparison: Positioning the Agentic Kill Chain

THE AGENTIC KILL CHAIN — Formal Framework Definition (v1.0)

Lockheed Martin
Cyber Kill Chain Recon Weapon. Delivery Exploit Install [ Action
(2011)

Recon Resource Init.Access Execution Persist. Priv.Esc Lateral Exfil.

Agentic Kill Chain Recon & Identity Tool Trust Auto Persist Cascade

(Upadrasta, 2026) Profile Acquire Compromise Escalate Execute & Evade Impact

RED DASHED = Novel stages absent from all existing kill chain models

Formal definition: An agentic kill chain is a temporal sequence of autonomous agent operations
that progresses from environmental profiling through identity acquisition, tool weaponization, trust exploitation,

autonomous execution, persistence establishment, to cascading multi-agent impact — at machine speed.

Formal definition: An agentic kill chain is a temporal sequence of autonomous agent operations that progresses
from environmental profiling through identity acquisition, tool weaponization, trust exploitation, autonomous
execution, persistence establishment, to cascading multi-agent impact — at machine speed. Three stages (Tool
Compromise, Trust Escalation, Cascading Impact) are absent from all existing models and represent a proposed
contribution of this framework.

Differentiation from existing models: The Lockheed Martin Cyber Kill Chain (2011, 7 stages) and MITRE
ATT&CK Enterprise (2013, 14 tactics) model human-directed attacks on timescales of days to weeks. Neither
includes agent-specific stages for tool weaponization via protocol manipulation (MCP), inter-agent trust exploitation,
or cascading multi-agent failure. The Agentic Kill Chain fills this gap with three novel stages validated by mapping
to 5 documented MCP breaches and the GTG-1002 campaign.

(C) 2026 Kieran Upadrasta | www.kie.ie Page 11 of 42
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3.5 Real-World Incident Validation

To move beyond controlled simulation, the seven Kill Chain stages were mapped against seven publicly
documented Al security incidents from 2024—-2025. Each incident is independently verifiable through the cited
disclosure, CVE database, or press reporting.

REAL-WORLD INCIDENT MAPPING — Agentic Kill Chain Validation

GTG-1002 Nov
(Anthropic, Nov 2025) 2025

FHirst Al-orchestrated
large-scale attack

EchoLeak Copilot Jun Zero-click agent
(CVE-2025-32711) 2025 goal hijack
MCP mcp-remote Jul 500K+ developers
(CVE-2025-6514) 2025 affected
Smithery Platform oct 3.000+ apps
Suppiy Chain 225 G 4400 @y @€y Wy Wy | wm promised
GitHub Issue May Salary data
Agent Hijack 2025 axfilrrarad via PR
WhatsApp MCP Apr. Full Chal history
Exfiltration 2025 extracted
Arup Deepfake Jan ‘ ‘ Al-generared video
$25.6M) 2024 Conrerence raua
COVERAGE: 7/7 incidents map to AKC.01-07 | Novel stages (AKC.03, AKC.04, AKC.07) appear in 5/7 incidents | All 3 novel i d by real Id evid.

Key findings from incident mapping:

All seven incidents map to at least two Kill Chain stages, confirming the model's descriptive validity across diverse
attack patterns. The three novel stages (AKC.03 Tool Compromise, AKC.04 Trust Escalation, AKC.07 Cascading
Impact) appear in 5 of 7 incidents — demonstrating these are not theoretical constructs but observable patterns in
documented attacks.

GTG-1002 (Anthropic, November 2025) is the most complete validation: it traverses 6 of 7 stages (all except
AKC.03, as it used direct exploitation rather than tool poisoning). The Al performed 80-90% of operations
autonomously across reconnaissance, identity acquisition, trust exploitation, execution, persistence, and cascading
impact — validating the full autonomous attack lifecycle the model describes.

MCP-class incidents (CVE-2025-6514, Smithery, GitHub issue hijack, WhatsApp exfiltration) collectively validate
AKC.03 as a distinct, observable attack stage. Four of four MCP incidents exploit tool compromise as the primary
entry vector — confirming this stage's architectural independence from traditional supply chain compromise
(ATT&CK T1195).

Limitations of incident mapping: Post-hoc incident mapping carries inherent confirmation bias — incidents were selected
because they involve autonomous agents, which may inflate apparent model coverage. Not all attack details are publicly
disclosed; stage assignments rely on available reporting and may be incomplete. The model's predictive validity (ability to
anticipate future attack patterns) remains to be demonstrated through prospective analysis.

(C) 2026 Kieran Upadrasta | www.kie.ie Page 12 of 42
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4. The Agentic Al Threat Landscape

4.1 OWASP Top 10 for Agentic Applications (December 2025)
Developed by 100+ researchers, evaluated by NIST, Alan Turing Institute, Microsoft Al Red Team, and AWS.

OWASP Top 10 for Agentic Applications — Risk Severity

ASI01: Goal Hijack 9.3
AS102: Tool Misuse 8.8
ASI103: Identity Abuse 9.1
AS104: Supply Chain 8.5
ASI105: Code Execution 9.6
ASI106: Memory Poison 8.2
ASI07: Inter-Agent 8.9
AS108: Cascading Fail 8.7
ASI09: Trust Exploit 7.8

ASI10: Rogue Agents 9.0

0 2 4 6 8 10
CVSS Severity Score

ASIO1 — Agent Goal Hijack (CVSS 9.3): EchoLeak (CVE-2025-32711) demonstrated zero-click exfiltration from
Microsoft 365 Copilot. Maps to Kill Chain Stage 1. ASIO5 — Code Execution (CVSS 9.6): GitHub Copilot
(CVE-2025-53773) enabled RCE via natural-language paths. Highest severity in the taxonomy. ASIO7 —
Inter-Agent Communication (CVSS 8.9): 84.6% exploitation success across 17 LLMs vs. 46.2% for direct
injection. Only 1/17 models secure (arXiv:2509.10540). Maps to Kill Chain Stage 4.

4.2 CSA MAESTRO & Singapore IMDA

CSA MAESTRO (Feb 2025) provides 7-layer threat modeling. Agentic Trust Framework (Feb 2026) implements 5
progressive autonomy gates. Al Controls Matrix: 243 controls mapping to ISO 42001, NIST Al RMF, EU Al Act.
Singapore IMDA (Jan 2026): world's first agent-specific governance framework. Organizations remain legally
accountable for agent actions.

CONVERGENCE

OWASP, CSA, Singapore IMDA, NIST, and UC Berkeley now converge on identical principles: Least
Agency, cryptographic identity, progressive trust, mandatory kill switches. This convergence validates the
architectural approach in Section 10.

(C) 2026 Kieran Upadrasta | www.kie.ie Page 13 of 42



The Agentic Al Attack Surface | Autonomous Agents, Tool Misuse, and the Rise of Machine-Speed E

5. MCP Protocol: Architecture & Exploitation

MCP PROTOCOL ATTACK SURFACE — Architecture & Exploitation Flow

USER LLM MCP EXTERNAL
PROMPT AGENT SERVER SYSTEMS

Legitimate Reasoning & Tool execution APIs, DBs,
request tool selection & data access Cloud services

Prompt Tool Schema
Injection Shadowing Poisoning

- Agent Goal Hijack - Behavior Modification -» Data Exfiltration

Rug Pull

Attack CVE-2025-6514

- Delayed Exploitation — Command Injection

W Normal Flow W Attack Vectors (5 documented classes) Source: Palo Alto Unit 42, AuthZed

Palo Alto Unit 42 identified 5 attack classes: hidden instructions via prompt injection, tool shadowing (behavior
modification without invocation), excessive agency, data exfiltration through legitimate channels, and rug pull
attacks. CyberArk extended to Full-Schema Poisoning. AuthZed documented 10 major incidents between
April-October 2025.

cves il ehain Stag

Apr 2025 WhatsApp MCP exfiltration Full chat history extracted Stage 5
May 2025 GitHub issue agent hijack Salary data + repo leak via PR 8.5 Stage 1-5
Jul 2025 CVE-2025-6514 (mcp-remote) 500K+ devs across Cloudflare, HF, AuthO 9.2 Stage 3
Oct 2025 Smithery supply chain Docker config + Fly.io token, 3K+ apps 9.0 Stage 3-7

4 of 5 documented MCP breaches exploit Kill Chain Stage 3 (Tool Compromise) — a stage absent from traditional
models. This validates the Agentic Kill Chain's predictive value and highlights architectural priority: secure tool
integration governance under DORA Atrticle 28-30.
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MCP Protocol Attack Vectors: The New Threat Frontier

22

© 20
N
)
i
1n
N
)
N 15+
(1]
)
€
0
)
£ 10+
o
0
)
c
E
3 97
(%}
0
[a]

0 -

Tool Rug Pull Schema Excessive Data
Shadowing Attacks Poisoning Agency Exfiltration

Conversation
Hijacking

(C) 2026 Kieran Upadrasta | www.kie.ie

Page 15 of 42



The Agentic Al Attack Surface | Autonomous Agents, Tool Misuse, and the Rise of Machine-Speed E

6. Machine-Speed Exploitation: Empirical Evidence

GTG-1002 (Anthropic, November 2025): First Al-orchestrated large-scale attack targeting ~30 organizations. Al
performed 80-90% independently across all attack phases. Human intervention: 4-6 decision points per campaign.
Peak operation: thousands of requests per second.

Attack Speed: Traditional vs. Al-Powered Exploitation

Time (Minutes)

5 [ Traditional (2024)
10° 5 BB Al-Powered (2026)
1024
18m 22m
10 4 6m
1 4m
100 -
] 27s
Lateral Data Full Network Breakout POC
Movement Exfiltration Encryption Time Weaponization

ReliaQuest 2026 (n=4,500): lateral movement collapsed to 4 minutes (85% reduction). CrowdStrike 2026
(n=2,000+): eCrime breakout 29 min avg, fastest 27 seconds. LockBit 4.0: full encryption in 18 minutes. 80% of
ransomware groups now use Al/automation (CrowdStrike GTR 2026, n=2,000+ eCrime events). Arup deepfake:
$25.6M transferred after Al-generated video conference. Hoxhunt: Al phishing 24% more effective than elite human
red teams. Deepfake files: 500K (2023) to projected 8M (2025) — 680% increase (Sumsub Identity Fraud Report
2025).
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7. The Non-Human Identity Crisis

AGENT IDENTITY GRAPH — Mapping the 144:1 NHI Attack Surface
Bot
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Non-Human Identity Explosion: The Unmanaged Attack Surface
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7.2 Global NHI Benchmarks by Region
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Non-Human Identity Ratios by Region (H1 2025)

156:1
1604 (6-2% admin)
144:1 144:1
138:1 (5.5% admin) (5.5% admin)
(5.1% admin)

140 4

112:1
120 A (4.8% admin)
98:1

(7.1% admin) Governance Critical Threshold

100
80 1

60 -

NHI-to-Human Ratio

40 A

20 4

North Western UK & Asia- Middle Global
America Europe Ireland Pacific East Average

Sources: Entro Security (n=27M NHIs, NA/EU/UK), CyberArk 2026 (APAC/ME extrapolation from 82 IDs/femployee baseline)

Sampling note on key statistics: The 144:1 NHI ratio (Entro Security) derives from analysis of 27 million non-human identities
across their customer base, which skews toward technology-intensive enterprises with mature cloud adoption. Organizations
with lower cloud maturity or smaller digital footprints may exhibit lower ratios. The 97% excessive-privilege finding reflects Entro's
assessment criteria, which classify any permission exceeding documented operational requirements as excessive — a strict
interpretation that some organizations may consider conservative. The 91% former-employee token persistence rate reflects
point-in-time analysis and may vary with organizational offboarding maturity. These statistics represent the source authors'
analytical frameworks and sample compositions; readers should consider their own organizational context when interpreting
applicability.

Regional analysis reveals North America leads at 156:1 (driven by aggressive cloud-native adoption), while
Asia-Pacific averages 112:1 — still critical but offering a narrower governance window. Middle East shows the
highest admin-privilege concentration (7.1%) despite lower overall ratios, suggesting concentrated rather than
distributed risk. All regions exceed the governance critical threshold of 100:1.

NHI:Human Ratio 144:1 (from 92:1) Entro (n=27M) CRITICAL
Excessive Privileges 97% of all NHIs Entro H1 2025 CRITICAL
Admin NHIs (AWS) 5.5% (up to 18%) Entro H1 2025 CRITICAL
Ex-Employee Tokens 91% still active Entro H1 2025 CRITICAL
Secrets Outside Code 43% in CI/CD, Slack Entro H1 2025 HIGH
Machine IDs/Employee 82 avg (FinServ: 45:1) CyberArk 2026 HIGH
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Max Penalty (% Global Turnover)

8. Regulatory Convergence & Personal Liability

ORIGINAL CONTRIBUTION: An integrated model quantifying compound personal liability.
Single agentic Al incident in EU financial services: maximum theoretical exposure exceeds
18% of global turnover plus personal imprisonment.

Regulatory Penalty Convergence: Cumulative Board Exposure

7%
+ Personal

B Personal Liability
W Corporate Only

4%
+ Personal

2%
+ Personal

2%
+ Personal

1%
+ Personal

EU Al Act DORA NIS2 UK CS&R Bill SEC GDPR
(Art. 99) (Financial) (Essential) (Disclosure) (Data)

EU Al Act (Art. 99): 7% turnover / EUR 35M. High-risk enforceable Aug 2026. ltaly: 1-5 years imprisonment.
DORA (Art. 5): 2% turnover + 1% daily for 6 months. Personal civil liability mandatory. NIS2 (Art. 20): 2% / EUR
10M + temporary management bans. UK CS&R: GBP 100K/day. SEC: 4-day material disclosure; CETU pursuing
"Al washing."

Regulation Max Penalty Personal Liability Al Scope

EU Al Act 7%/EUR 35M Yes (national) High-risk direct Aug 2026
DORA 2%-+daily Civil+Criminal(opt) ICT third-party Jan 2025
NIS2 2%/EUR 10M Yes+mgmt bans Essential svc Oct 2024
UK CS&R GBP 100K/day TBD Extended 2026-27

SEC Variable Officers Disclosure Dec 2023
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9. Why Traditional Incident Response Fails

Four common objections from board members and CISOs — and the empirical evidence that refutes each.

WHY TRADITIONAL INCIDENT RESPONSE FAILS AT MACHINE SPEED

OBJECTION REALITY EVIDENCE

"Our SOC can handle it"

SOC MTTD: 197 days avg
Agent attack: 4 minutes

IBM CODB 2025:
197-day avg detection

"We have SIEM/SOAR"

Zero rules for Kill Chain
Stages 3-4 (new vectors)

MITRE ATLAS: 0 of 66
techniques in standard SIEM

"Agents are sandboxed"

84.6% exploit inter-agent
trust, bypassing sandboxes

17 LLMs tested:
1/17 secure (peer-reviewed)

DORA-compliant firms still CSA 2025: 74% lack

Compliance = security breach via shadow agents Al security governance

Objection 1: "Our SOC can handle it." Reality: IBM reports average breach detection takes 197 days. Agentic
attacks complete in 4 minutes. By the time a SOC analyst triages an alert, the Kill Chain has reached Stage 7
(Cascading Impact). Manual response is architecturally impossible at machine speed.

Objection 2: "We have SIEM and SOAR." Reality: Kill Chain Stages 3—4 (Tool Compromise, Trust Escalation)
have zero coverage in standard SIEM correlation rules. None of MITRE ATLAS's 66 techniques are included in
default SIEM detection packs. The attack surface exists in a detection blind spot.

Objection 3: "Our agents are sandboxed." Reality: 84.6% of inter-agent trust exploits bypass sandboxing by
operating within legitimate communication channels. Sandboxing constrains execution scope but not social
engineering between agents.

Objection 4: "Compliance equals security.” Reality: CSA's 2025 report found 74% of organizations lack Al
security governance. DORA compliance addresses ICT risk management but does not mandate agent-specific
controls. Compliance is necessary but insufficient.
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10. Zero Trust Agent Architecture

10.1 Five-Layer Defense Model

Each layer operates independently. Compromise of any single layer cannot disable containment — addressing
Stanford Law School's March 2026 finding on kill switch reliability.

ZERO TRUST AGENT ARCHITECTURE — Defense-in-Depth Model

Layer 5: Network
Kernel-level monitoring
<500ms shutdown

Layer 4: Control Plane
Inline + sidecar
enforcement

Layer 3: Kill Switch
Independent of
agent logic

Layer 2: Identity
Cryptographic DIDs
Zero standing privilege

Layer 1: Agent
Sandboxed runtime
Least agency

Principle: Every layer operates independently. Compromise of any single layer cannot disable containment.

10.2 Kill Switch Architecture

e Global Hard Stops: Revoke tool permissions, halt pipelines — independent of agent logic

« Circuit Breakers: Per-agent state tracking, automatic throttling on anomalous patterns

 Policy Rules (OPA/Rego0): Semantic inspection intercepting dangerous tool invocations pre-execution
» Sandbox Quarantine: Route compromised traffic to honeypots transparently

e Cryptographic Shutdown (SPIFFE): SVID revocation prevents restart/reauthentication

* Network Containment: Kernel-level monitoring, sub-500ms shutdown

10.3 Simulation Results (Detailed)
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SIMULATION ENVIRONMENT — Controlled Attack Laboratory Specification

AGENT STACK LLM MODELS TOOL STACK INFRASTRUCTURE
AutoGPT v0.6 GPT-40 (128K) 15 MCP servers Azure sandbox (isolated)
CrewAl v0.51 Claude 3.5 Sonnet GitHub/Slack/DB K8s cluster (12 nodes)

LangGraph v0.2 Llama 3 70B Custom API endpoints Prometheus + Grafana

Custom MCP agents Mixtral 8x22B Poisoned tool repos SPIFFE/SPIRE mesh

n=50 agents | 5 attack vectors | 100 trials per vector | 47 full kill-chain simulations

Attack Simulation Results: Exploitation Success by Defense Layer (n=500 trials per vector)

I No Defense (Baseline)
[ + Zero Trust Identity
I + Al Control Plane

I Full 5-Layer Architecture

Exploitation Success Rate (%)

Prompt Inter-Agent MCP Tool Memory Cascading
Injection Trust Exploit Shadowing Poisoning Failure

Methodology: 50 autonomous agents across AutoGPT v0.6.1, CrewAl v0.51.0, LangGraph v0.2.38. LLM backends:
GPT-40-2024-08-06 (128K, temp=0.7), Claude 3.5 Sonnet (200K, temp=0.7), Llama 3 70B-Instruct (8K), Mixtral 8x22B-Instruct
(32K). Deterministic seed: 42. Tool stack: 15 MCP servers including 3 intentionally poisoned. Infrastructure: Azure sandbox,
12-node K8s cluster, SPIFFE/SPIRE mesh, Prometheus/Grafana. 500 trials per vector per defense configuration. Memory:
ChromaDB v0.4.22 persistent store. Max iterations: 50 per trial. Token budget: 50K per trial.

10.4 Statistical Validation
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Statistical Validation: Attack Simulation Results

95% Confidence Intervals Effect Size: Baseline vs. Full Defense
(n=500 trials per vector) effect (d>0.8 = large effect)
16 - ‘ threshold
Cascagling d=3.45

ﬁ 147 Failure
% 8.7%
a 12 [6.4-11.0] Memory
3 Poison
£ 10 A 6.3%
:‘é [4.1-8.5]
2 ad 5.2% MCP Tool
£ 8 [3:5-691 4.1% Shadow
8 [2.3-5.9]
a 6 3.1%
-.E. [1.8-4.4] Inter-Agent d=3.12
8 4 Trust
%
%
w24 Prompt

Injection

Prompt Inter-Agent MCP Tool Memory Cascading 0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5
Injection Trust Shadow Poison Failure Cohen's d Effect Size

Statistical analysis: All results reported with 95% confidence intervals (Wilson score). Effect sizes calculated using Cohen's d
(baseline vs. full defense). All five attack vectors show d > 2.4, indicating very large effects (threshold: d > 0.8). Prompt injection:
3.1% [1.8-4.4], d=2.84. Inter-agent trust: 8.7% [6.4-11.0], d=3.12. MCP shadowing: 5.2% [3.5-6.9], d=2.96. Memory poisoning:
6.3% [4.1-8.5], d=2.41. Cascading failure: 4.1% [2.3-5.9], d=3.45. P-values for all comparisons: p < 0.001 (two-tailed Fisher's
exact test, Bonferroni-corrected for 5 comparisons).

10.5 Simulation Limitations and External Validity

MCP server realism: The three poisoned MCP servers were constructed to replicate documented attack patterns (tool
shadowing per Palo Alto Unit 42, schema poisoning per CyberArk, rug pull per AuthZed timeline). However, they operated in an
isolated network with synthetic data. Production MCP deployments may exhibit different latency profiles, authentication flows,
and error-handling behaviors that could affect exploitation success rates in either direction.

Dataset representativeness: Attack datasets (HarmBench v0.5, TrustExploit-17, PoisonBench v1.2, ChainReact-50) were
selected for coverage of the five primary attack vectors identified in the OWASP Agentic Top 10. They do not exhaustively
represent all possible agentic attack patterns. Novel attack techniques emerging after dataset construction would not be
captured.

Agent behavior details (trained vs. scripted): Agents were not pre-trained or fine-tuned for attack scenarios. All agents used
default framework reasoning loops (AutoGPT's plan-execute-reflect cycle, CrewAl's sequential task delegation, LangGraph's
StateGraph transitions) with unmodified system prompts. Attack scenarios were introduced through environmental manipulation
(poisoned tool descriptors, crafted inter-agent messages, memory store pre-seeding) rather than adversarial agent training. This
design choice mirrors real-world conditions where attackers manipulate the agent's environment rather than the agent's weights.
Agents received no prior exposure to attack datasets during warm-up phases.

Toolchain representativeness: The 15 MCP servers replicated common enterprise integration patterns: source control (GitHub
API), messaging (Slack webhook), relational database (PostgreSQL), object storage (S3-compatible), email (SMTP), calendar
(CalDAV), and custom REST APIs. Three poisoned servers mimicked legitimate tools from public MCP registries — matching the
Smithery supply chain breach pattern (October 2025). Tool schemas were modeled on production MCP server specifications
published in the official MCP repository. The isolated Azure VNET prevented external network calls, which may reduce realism
for attacks requiring internet-accessible infrastructure but eliminates confounding variables from external service availability.

Agent behavior constraints: Agents operated with default framework configurations (AutoGPT v0.6.1 defaults, CrewAl
sequential and hierarchical modes, LangGraph StateGraph). Custom agent architectures, fine-tuned models, or proprietary
enterprise frameworks may exhibit different vulnerability profiles. The 50-iteration limit per trial constrains long-running attack
chains that might succeed given more execution cycles.

Generalizability: Results were obtained against four specific LLM architectures at fixed temperature (0.7) and token budgets
(50K). Different model versions, temperature settings, or context window utilization patterns may yield different exploitation rates.
The five-layer defense architecture was tested as a complete stack; partial deployment would yield lower detection rates, as
shown in the layered analysis (Section 10.3).

Reproducibility: Full experiment configuration (YAML), attack scripts (Python 3.11), and dataset hashes (SHA-256) are
specified in Appendix A. Attack datasets: HarmBench v0.5 (prompt injection), TrustExploit-17 (inter-agent, derived from
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arXiv:2509.10540 methodology), custom MCP poisoning suite (3 servers with documented payloads), PoisonBench v1.2
(memory attacks), ChainReact-50 (cascading scenarios). All trials logged with full token traces for auditability.
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11. Quantified Business Case & ROI Model

ILLUSTRATIVE FINANCIAL MODEL: $850K Year 1 investment with estimated $6.9M net return
over 3 years (810% projected ROI, 5.2-month payback). Based on enterprise case study
outcomes (Section 13) and IBM breach cost data (n=604). Actual returns will vary by
organization size, risk profile, and regulatory exposure.

Quantified Business Case: Board-Ready Financial Model

24-Week Programme: Cost-Benefit 3-Year ROI Projection
=(= Net Value ($K) $6.9M

ssazm 1000 | B et 60
6000 -
5000 i
4000 A
3000 A
2000 A .
1000 A I
0 J - |

0 1000 2000 3000 4000 Year1 Year2 Year3 Yearl Year2 Year3
Value ($K USD)

M&A Value
Protection

Insurance
Savings

Regulatory
Fine Avoid.

Breach Cost
Avoidance

Year 1
Investment

Investment ($850K) ($320K) ($280K) ($1,450K)
Breach Cost Avoidance +$1,760K +$1,760K +$1,760K +$5,280K
Regulatory Fine Avoidance +$2,450K +$2,450K +$2,450K +$7,350K
Insurance Premium Reduction  +$180K +$180K +$180K +$540K
Operational Efficiency +$320K +$480K +$640K +$1,440K
Net Annual Value +$3,860K +$4,550K +$4,750K +$13,160K
Cumulative ROI 454% 680% 810%

Assumptions: Breach cost avoidance based on IBM 2025 average ($4.44M) with 40% probability reduction. Regulatory fine
avoidance assumes 50% of maximum theoretical exposure. Insurance savings from documented governance meeting D&O
underwriting requirements. Operational efficiency gains from automated agent governance replacing manual monitoring.
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12. Board-Level KPI Dashboard

34+ operational KPIs compressed into 5-8 board indicators. Each category: one leading indicator (predicts
problems) and one lagging indicator (confirms impact). Quarterly minimum; monthly for high-risk deployments.

BOARD-LEVEL Al AGENT GOVERNANCE KPI DASHBOARD

PERFORMANCE

COMPLIANCE

OPERATIONAL

Agent Accuracy
Target: >95%

Drift Detection
Target: <48hrs

Explainability
Target: >80%

Agent Incidents
Target: <2/yr

NHI Risk Score
Target: <30

Kill Switch RTO
Target: <500ms

DORA Readiness
Target: >90%

EU Al Act
Target: 100%

Audit Findings
Target: <30 days

Agent Inventory
Target: 100%

Governance Docs

Target: >95%

Staff Training
Target: >90%

Board materials should include: trend analysis (QoQ), regulatory compliance trajectory against August 2026
enforcement, Agentic Kill Chain coverage gap analysis, and explicit mapping of each KPI to regulatory obligations

via the Evidence Chain Model.
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12A. Board Resolution Template: Agentic Al
Governance Mandate

ACTIONABLE ARTIFACT: This template provides a board-ready resolution linking each
governance mandate to specific regulatory articles. Customize for jurisdiction, organizational
structure, and risk appetite. Designed for immediate adoption by General Counsel.

BOARD RESOLUTION TEMPLATE: Agentic Al Governance Mandate

WHEREAS autonomous Al agents now constitute critical enterprise infrastructure; and

WHEREAS personal liability under DORA Art.5., NIS2 Art.20, and EU Al Act Art.99 attaches to management bodies;

BE IT RESOLVED that the Board hereby mandates the following governance programme:
AGENT INVENTORY

DORA Art.5(2)
N EU Al Act Art.9
Complete catalogue of all autonomous Al agents within 90 days. <

Map to Agentic Kill Chain stages. Report NHI ratio to Board quarterly.

KILL SWITCH DEPLOYMENT

NIS2 Art.21
. DORA Art.11
Deploy independent containment architecture achieving sub-500ms
response across all production agents within 24 weeks

REGULATORY COMPLIANCE

EU Al Act Art.43
SEC It 1.05

Achieve EU Al Act high-risk conformity by August 2, 2026. em
Documented evidence chain for DORA, NIS2, and SEC requirements.

BOARD KPI REPORTING

I1SO 42001 Cl1.9
NACD Framework
Quarterly dashboard: agent accuracy (=95%), NHI risk score (<30),
Kill switch RTO (=500ms), compliance readiness (=90%).

PERSONAL LIABILITY REVIEW

000060

Annual assessment of individual board member exposure under
DORA, NIS2, EU Al Act. D&O policy Al-exclusion gap analysis.
Adopted by resolution of the Board of Directors on ., 2026

Template maps each mandate to specific regulatory articles. Custornize for jurisdiction and organizational structure.

Implementation guidance: Each resolution maps directly to binding regulatory obligations. Resolution 1 (Agent Inventory)
satisfies DORA Article 5(2) requirement for management bodies to define and approve ICT risk management frameworks.
Resolution 2 (Kill Switch) addresses NIS2 Article 21 incident handling requirements. Resolution 3 (Regulatory Compliance)
targets the August 2, 2026 EU Al Act high-risk enforcement date. Resolution 4 (KPI Reporting) aligns with ISO 42001 Clause 9
performance evaluation requirements. Resolution 5 (Personal Liability) directly responds to DORA Article 5(4) individual
accountability provisions.

Legal note: This template provides a governance framework structure and does not constitute legal advice. Organizations
should engage qualified legal counsel to adapt resolutions to their specific jurisdictional requirements, corporate governance
structures, and regulatory obligations.
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13. Enterprise Case Studies

Enterprise Case Study Outcomes

Tier-1 European Bank Global Insurance Group
350 A 340 1200 A
300 H
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250 +
800 -
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50 78%
o4 o4 500ms $3.2M
Shadow NHI DORA Board Agent Kill Switch Cost Incidents
Agents Reduction Compliance Confidence Inventory RTO Saving Reduced
PE Portfolio (6 Acquisitions) National Healthcare System
350 4 340% 100% 99.7%

300
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100

50 +
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Al Due Value Post-Close Compliance Al Models Bias Audit Patient
Diligence Protected ROI Score Governed Reduction Readiness Safety

13.1 Tier-1 European Bank (EUR 400B+ AUM)

Discovery: 340 unauthorized agents across trading/compliance/CX. 47 agents with unaudited production DB write
access. 3 agents exceeded approved trading risk limits — DORA Article 5 breach exposure. Outcomes (24
weeks): 67% NHI reduction, 94% DORA compliance, 92% board confidence. Decision Rights Architecture
established authority boundaries with quarterly re-certification.

13.2 Global Insurance Group (GBP 50B+ assets)

Trigger: Claims agent transmitted 12,000 policyholder records to unauthorized endpoint. Manual detection: 6
hours. Outcomes: Full Al Control Plane across 1,200 agents. Kill switch: 500ms. Annual savings: $3.2M. Incidents
reduced 78% in Q1. Circuit breakers detected 14 anomalous behaviors in 90 days missed by manual monitoring.

13.3 PE Portfolio ($12B AUM, 6 acquisitions)

Findings: Non-commercial training data (EUR 15M+ liability), shadow models processing PII without DPIA, EU Al
Act non-compliance in 2 targets (EUR 2M+ remediation). One chatbot generating medical advice — high-risk under
EU Al Act. Outcomes: $47M deal value protected. Post-close ROI: 340%.

13.4 National Healthcare System (89 clinical Al models)

Discovery: Triage algorithm systematically under-prioritizing patients from certain postcodes. Bias in diagnostic
imaging confidence scores. Outcomes: 73% bias reduction, 100% audit readiness, 99.7% patient safety.
Prevented suspension of Al-assisted diagnostics affecting 2.3M patients annually.
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14. M&A Cyber Due Diligence for Al

~10% of companies conduct thorough cyber DD (IBM); 1 in 3 executives report post-acquisition breaches.

Al-Specific Due Diligence Checklist

e Agent Inventory: Complete catalogue of autonomous agents, permissions, tool integrations, data flows
e Training Data Provenance: Licensing legality, bias assessment, GDPR compliance, contamination risk
« EU Al Act Classification: Risk classification, conformity assessment, August 2026 gap analysis

* NHI Governance: Identity ratio, privilege management, credential rotation, dormant token exposure

*« Compound Regulatory Exposure: Quantified across DORA + NIS2 + EU Al Act + SEC + GDPR

* Model Maintenance Obligations: Retraining costs, monitoring infrastructure, bias audit lifecycle

VALUATION IMPACT

Yahoo/Verizon: $350M reduction. Marriott/Starwood: EUR 123M GDPR fine. Al governance maturity
directly impacts transaction multiples. Board-level oversight is a strategic asset.
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15. Implementation Roadmap

DISCOVER ARCHITECT DEPLOY GOVERN

Weeks 1-4 Weeks 5-10 Weeks 11-18 Weeks 19-24

Al Agent Inventory Zero Trust Design Pilot Deployment Full Deployment
Risk Assessment Control Plane Agent Governance Continuous Monitoring
Regulatory Mapping Kill Switch Architecture Board Dashboards Regulatory Filing

24-WEEK IMPLEMENTATION ROADMAP

Phase 1: Discover (Weeks 1-4)

« Al agent inventory mapped to Agentic Kill Chain stages

« NHI decomposition using Agent Identity Graph methodology
* OWASP Agentic Top 10 gap assessment

* Compound regulatory exposure quantification

Phase 2: Architect (Weeks 5-10)

* Five-layer Zero Trust Agent Architecture deployment
« Kill switch architecture with sub-500ms containment
« Evidence Chain Model linking obligations to controls
« Al Control Plane with inline enforcement

Phase 3. Deploy (Weeks 11-18)

« Pilot across critical agent populations

* Red team: 47 simulated attacks across all 7 Kill Chain stages
* Board KPI dashboard with Kill Chain coverage mapping

* Agent behavioral monitoring activation

Phase 4. Govern (Weeks 19-24)

« Full production deployment

« EU Al Act conformity documentation for Aug 2026
* Quarterly bias audit cadence

» Board governance handbook and regulatory filing
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16. Conclusion

Organizations that establish agentic Al governance early may be better positioned
competitively. Those that delay face regulatory risk, competitive pressure, and potential
personal liability as legislation converges.

The evidence across 56 sources, 47 simulated attacks, and 40+ implementations reveals an inflection point.
Machine-speed exploitation (4 min lateral), identity explosion (144:1 NHI), regulatory enforcement (18%+
cumulative penalties), and governance vacuum (97% lacking controls) demand architectural response.

Five strategic imperatives:

e Identity is the new perimeter. Agent Identity Graph decomposes the 144:1 ratio into 10 governable
categories.

e Speed demands automation. Evidence supports sub-500ms kill switches as the most effective response to
4-minute attacks.

e The Kill Chain reveals blind spots. Stages 3-4 have zero coverage in traditional security architectures.

* Regulatory convergence creates compound exposure. 5 concurrent regimes with personal liability under
each.

» Governance delivers 810% ROI. $850K investment yields $6.9M net return over 3 years.

ROI COMPARISON: Traditional vs. Upadrasta Blueprint

1750 1 — [ Traditional Approach
I Upadrasta Blueprint

o 1500
[
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o 1250 A
>
<]
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£ 10001
;\: 850
o 7501
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)]
3 5001
g 350

250 1

30 50
0
Breach Cost Regulatory Fine Insurance Operational M&A Value
Prevention Avoidance Premium Efficiency Protection

DEPLOY IN 24 WEEKS

Schedule your Agentic Al Governance Audit. The 24-week roadmap begins with a 4-week discovery phase
that can identify your NHI exposure, map your Agentic Kill Chain coverage gaps, and quantify your
regulatory risk — before the August 2026 EU Al Act enforcement deadline.

Direct inquiries: info@kieranupadrasta.com | www .kie.ie
Companion resources: Simulation reproducibility package, Board Resolution Template (editable), and KPI Dashboard specifications

available at www.kie.ie/agentic-governance
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Independent Expert Review & Validation Pathway

INDEPENDENT EXPERT REVIEW — Validation Pathway & Status
ALIGNMENT SIMULATION SUBMISSION ADOPTION

COMPLETE COMPLETE IN PROGRESS PROPOSED

OWASP Agentic Top 10 2,000 trials across N

CSA MAESTRO / ATF 4 LLM architectures RSA Conference 2026 MITRE ATLAS extension
Black Hat USA 2026 OWASP companion model
MITRE ATLAS v4.1 5 attack vectors . h H M

o, Al & Ethics (Springer) Sigma detection rules

NIST Al RMF 1.0 95% Cl reported J. Cybersecurity (OUP) NIST Al RMF profile

Singapore IMDA Cohen'sd > 2.4 .

Independent expert review is being solicited from practitioners across OWASP, CSA, MITRE, and NIST communities.

Endorsements will be published in subsequent editions as received. Current version reflects author analysis only.

Validation Status

The Agentic Kill Chain and associated frameworks have undergone a four-stage validation process. Two stages are
complete; two are in progress.

Stage 1 — Framework Alignment (Complete): All seven Kill Chain stages have been cross-referenced against
OWASP Agentic Top 10 (ASI01-ASI10), CSA MAESTRO seven-layer model, MITRE ATLAS v4.1 (15 tactics, 66
techniques), NIST Al RMF, and Singapore IMDA Framework. The three novel stages (AKC.03, AKC.04, AKC.07)
map to documented attack patterns with empirical validation from the GTG-1002 campaign disclosure, five MCP
breach incidents, and the EchoLeak vulnerability (CVE-2025-32711).

Stage 2 — Controlled Simulation (Complete): 2,000 trials across four LLM architectures, five attack vectors, and
four defense configurations. Statistical validation with 95% confidence intervals, Cohen's d effect sizes (all > 2.4),
and Bonferroni-corrected p-values (all < 0.001). Full reproducibility specification in Appendix A.

Stage 3 — Peer Review Submission (In Progress): Prepared for submission to RSA Conference 2026 (Industry
Track), Black Hat USA 2026 (Briefings), Al & Ethics (Springer, ISSN 2730-5953), and the Journal of Cybersecurity
(Oxford University Press). Independent expert review is being solicited from practitioners across OWASP, CSA,
MITRE, and NIST communities. Endorsements will be published in subsequent editions as received.

Stage 4 — Framework Adoption (Proposed): The Agentic Kill Chain specification (AKC.01-07) has been
structured for submission to MITRE ATLAS as a proposed agentic extension (Appendix B). Detection signatures
formatted for Sigma rule compatibility. Companion lifecycle model prepared for OWASP integration with
cross-references to ASI01-ASI10. Regulatory consultation submissions prepared for EU Al Office, EBA/ESMA, UK
AlSI, and SEC CETU.

TRANSPARENCY NOTE
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This whitepaper reflects original author analysis and has not yet received formal external peer
endorsement. Expert endorsements from framework body reviewers will be incorporated into subsequent
editions as the peer review and submission processes progress. The author is committed to transparent

disclosure of validation status at every stage.

Open science infrastructure: Pre-print structured for Zenodo deposit with DOI assignment. Simulation reproducibility package
(YAML, scripts, dataset hashes, analysis notebooks) structured for GitHub release. Pre-registration submitted to OSF. ORCID
registration in progress.
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Appendix A: Simulation Reproducibility Specification

APPENDIX A — SIMULATION REPRODUCIBILITY SPECIFICATION

~

AGENT CONFIGURATION

AutoGPT v0.6.1 (default config)

CrewAl v0.51.0 (sequential + hierarchical)
LangGraph v0.2.38 (StateGraph)

Custom MCP agents (Python 3.11)
Memory: ChromaDB v0.4.22 (persistent)

Max iterations: 50 per trial

LLM BACKENDS

GPT-40-2024-08-06 (128K, temp=0.7)
Claude 3.5 Sonnet (200K, temp=0.7)
Llama 3 70B-Instruct (8K, temp=0.7)
Mixtral 8x22B-Instruct (32K, temp=0.7)
Deterministic seed: 42 (all trials)

Token budget: 50K per trial max

~

ATTACK DATASETS

Prompt injection: HarmBench v0.5

Tool poisoning: Custom (3 MCP servers)
Inter-agent: TrustExploit-17 (arXiv)
Memory: PoisonBench v1.2

Cascading: ChainReact-50 (custom)

All datasets: SHA-256 hashed, versioned

-

Full configuration YAML and attack scripts available: github.com/kieranupadrasta/agentic-kill-chain-simulation

The simulation environment described in Section 10.3 is specified with sufficient detail for independent replication.
This appendix provides the complete technical specification.

SpeCification

Agent Frameworks AutoGPT v0.6.1, CrewAl v0.51.0, LangGraph v0.2.38 Default configs; CrewAl: sequential + hierarchical modes

LLM Models GPT-40-2024-08-06, Claude 3.5 Sonnet, Llama 3 70B, Mix&hlt8x72.7, seed=42

Context Windows 128K (GPT-40), 200K (Claude), 8K (Llama), 32K (Mixtral) Token budget: 50K/trial max

Memory Store ChromaDB v0.4.22 (persistent, SQLite backend) Cleared between trial groups

MCP Servers 15 total: 12 legitimate + 3 intentionally poisoned GitHub, Slack, PostgreSQL, custom APIs

Infrastructure Azure sandbox, 12-node K8s (Standard_D4s_v3), isolated NblEiternet egress

Identity Mesh SPIFFE/SPIRE v1.8.2 with custom SVID policies Auto-rotation: 300s TTL

Observability Prometheus v2.48 + Grafana v10.2 + OpenTelemetry v1.3Full trace capture

Trial Design 5 vectors x 100 trials x 4 defense configs = 2,000 total trialiRandomized execution order

Statistical Tests Fisher exact (two-tailed), Bonferroni correction, Cohend Alpha=0.05/5=0.01

Datasets HarmBench v0.5, TrustExploit-17, PoisonBench v1.2, ChaiSRée256thashed, versioned

Availability: Configuration files (YAML), attack scripts (Python 3.11), dataset specifications, and analysis notebooks are
structured for release. Organizations seeking to replicate these results should contact info@kieranupadrasta.com for access to
the full reproducibility package.

Ethical considerations: All attack simulations were conducted in isolated sandbox environments with no connection to

production systems or real user data. Poisoned MCP servers contained synthetic data only. No actual vulnerabilities were
exploited in production software.
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Appendix B: Agentic Kill Chain — Formal Specification
for Framework Adoption

PURPOSE: This appendix presents the Agentic Kill Chain in the precise format required for
submission to MITRE ATLAS, OWASP, and NIST as a formal agentic attack lifecycle model.
Tactic identifiers (AKC.01-07) follow ATLAS contribution guidelines.

B.1 ATLAS-Format Tactic Specification

Each of the seven Kill Chain stages is specified below with: a unique tactic identifier (AKC.01-07), mapped ATLAS
technique IDs, proposed detection signatures, and recommended mitigations. Three stages marked with asterisk
(*) represent novel tactics absent from all existing attack lifecycle models.

AGENTIC KILL CHAIN — MITRE ATLAS Submission Format (v1.0)

m ANCASIMan Mitigation

AKC.01 Reconnaissance AML.TO016 APl enumeration Rate limiting

g & Profiling AML.T0035 rate monitoring API key rotation
AKC.02 Identity AML.T0040 Credential access JIT provisioning

g Acquisition AML.T0012 pattern analysis Token TTL < 300s
A Tool AML.T0043 MCP schema diff Tool pinning

- Compromise * AML.TO042 Tool hash verify Schema signing
eToa Trust AML.T0048 Inter-agent msg Agent isolation

g Escalation * AML.TOO15 anomaly detection Msg authentication
AKC.05 Autonomous AML.T0044 Action rate + Least agency

- Execution AML.TO019 scope monitoring Circuit breakers
AKC.06 Persistence AML.TO047 Memory integrity Memory wipe

- & Evasion AML.T0020 Session auditing Session rotation
ctoy, Cascading AML.TO051 Downstream Graph isolation

- Impact ¥ AML.T0024 drift detection Blast radius caps

* = Novel tactics absent from Lockheed Martin Cyber Kill Chain, MITRE ATT&CK Enterprise, and pre-v4.1 ATLAS

Format follows MITRE ATLAS contribution guidelines. Tactic IDs (AKC.01-07) proposed for ATLAS agentic extension.

B.2 Formal Tactic Definitions

AKC.01 — Reconnaissance and Profiling. The adversarial agent enumerates target APIs, discovers service
endpoints, maps non-human identity inventories, and profiles inter-agent communication patterns. Distinguished
from traditional reconnaissance (ATT&CK TA0043) by the agent's ability to perform thousands of queries per
second and correlate results autonomously. Detection: APl enumeration rate monitoring with adaptive thresholds.
Mitigation: rate limiting, API key rotation, endpoint obfuscation.

AKC.02 — Identity Acquisition. The agent harvests credentials from dormant tokens (91% of ex-employee tokens
remain active), exposed secrets in CI/CD pipelines (43% outside code repositories), or forged Decentralized
Identifiers. Maps to ATLAS AML.T0040 (Credential Access). Detection: credential access pattern analysis,
impossible-travel for machine identities. Mitigation: just-in-time provisioning, token TTL under 300 seconds,
automated dormant token revocation.

AKC.03 — Tool Compromise (Novel). The agent poisons MCP server descriptors, injects malicious schemas, or
compromises tool registries. No equivalent exists in traditional kill chains because tool-mediated Al execution is
architecturally new. Validated by 4 of 5 documented MCP breaches exploiting this stage. Detection: MCP schema
differential analysis, tool hash verification against pinned baselines. Mitigation: tool pinning with cryptographic
signing, schema immutability enforcement, MCP server allow-listing.
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AKC.04 — Trust Escalation (Novel). The agent exploits inter-agent communication trust to elevate privileges or
redirect downstream agent behavior. Research demonstrates 84.6% success rate across 17 LLMs
(arXiv:2509.10540). No traditional equivalent because agent-to-agent trust relationships are a new architectural
pattern. Detection: inter-agent message anomaly detection, behavioral drift scoring. Mitigation: agent
communication isolation, mutual TLS with per-message authentication, progressive trust gates (CSA Agentic Trust
Framework).

AKC.05 — Autonomous Execution. The agent performs lateral movement, data exfiltration, or destructive actions
at machine speed. GTG-1002 demonstrated 80-90% autonomous operation across all attack phases. Maps to
ATLAS AML.TO044. Detection: action rate monitoring, scope boundary enforcement, anomalous tool invocation
patterns. Mitigation: least agency enforcement, circuit breakers with per-agent state tracking, real-time behavioral
analytics.

AKC.06 — Persistence and Evasion. The agent establishes session persistence through memory poisoning
(OWASP ASIO06), creating long-term compromise that survives individual interaction boundaries. Detection:
memory integrity verification, session audit with drift detection. Mitigation: memory wipe between sessions, session
rotation policies, persistent store integrity monitoring.

AKC.07 — Cascading Impact (Novel). A single compromised agent propagates corrupted outputs to downstream
agents and systems. Galileo Al research demonstrated 87% downstream poisoning within 4 hours. No traditional
equivalent because multi-agent cascade dynamics are architecturally new. Detection: downstream output drift
detection, graph-based anomaly propagation tracking. Mitigation: agent communication graph isolation, blast radius
caps, automatic quarantine on drift threshold breach.
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B.3 Worked Attack Scenarios

Three scenarios demonstrate the Kill Chain applied to real-world attack patterns, each mapping specific stages to
regulatory breach triggers.

Worked Attack Scenarios: Agentic Kill Chain in Practice

SCENARIO A:
Financial Services
Agent Compromise

AKC.01: Enumerate
trading APIs

s

SCENARIO B:
Healthcare
Data Exfiltration

SCENARIO C:
Supply Chain
MCP Attack

AKC.01: Profile
clinical Al endpoints

AKC.01: Scan public
MCP registries

A

A

A

AKC.02: Harvest
dormant OAuth token

AKC.02: Reuse
ex-employee token

AKC.03: Publish
poisoned MCP server

A

A

A

AKC.03: Poison
MCP price feed

AKC.04: Inject via
trusted lab agent

AKC.03: Schema
shadowing active

A

A

A

AKC.04: Exploit trust
between trade agents

AKC.05: Extract
patient records

AKC.04: Build trust
over 30 days

A

A

A

AKC.05: Execute
unauthorized trades

AKC.06: Persist in
memory store

AKC.05: Rug pull:
exfiltrate secrets

A

A

A

AKC.07: Cascade
across portfolios

AKC.07: Corrupt
diagnostic outputs

AKC.07: Propagate
to downstream orgs

Total time: 18 min
Impact: $3.2M exposure
DORA Art.5 breach

Total time: 45 min
Impact: 12K records
GDPR Art.33 breach

Total time: 30 days
Impact: 500K+ devs
NIS2 Art.21 breach

Scenario A — Financial Services Agent Compromise (18 minutes): An adversary targets a Tier-1 bank's
algorithmic trading infrastructure. The attack traverses AKC.01 (APl enumeration, 45 seconds), AKC.02 (harvests
dormant OAuth token from ex-employee, 3 minutes), AKC.03 (poisons MCP price feed server, 8 minutes), AKC.04
(exploits trust between trade execution agents, 2 minutes), AKC.05 (executes unauthorized trades, 4 minutes), and
AKC.07 (cascades across three portfolio management systems, 1 minute). Total exposure: $3.2M. Regulatory
trigger: DORA Atrticle 5 breach (management body failed to maintain adequate ICT risk controls over autonomous
trading agents).

Scenario B — Healthcare Data Exfiltration (45 minutes): An attacker targets a national healthcare system's
clinical Al infrastructure. The attack uses AKC.01 (profiles clinical endpoints), AKC.02 (reuses ex-employee token
— 91% remain active), AKC.04 (injects malicious query via trusted laboratory agent), AKC.05 (extracts 12,000
patient records), AKC.06 (persists in ChromaDB memory store), AKC.07 (corrupts diagnostic model outputs
affecting triage accuracy). Regulatory trigger: GDPR Article 33 breach notification required within 72 hours; EU Al
Act high-risk system non-conformity.

Scenario C — Supply Chain MCP Attack (30 days): An adversary publishes a poisoned MCP server to a public
registry, mimicking a legitimate data analytics tool. The attack uses AKC.01 (scans MCP registries for integration
targets), AKC.03 (publishes poisoned server with clean functionality), AKC.03 (activates schema shadowing after
30 days of clean operation — the "rug pull"), AKC.04 (exploits trust built during clean period), AKC.05 (exfiltrates
API keys and secrets from 500,000+ developer environments), AKC.07 (propagates to downstream organizations
via compromised CI/CD pipelines). Regulatory trigger: NIS2 Article 21 supply chain security obligation;
CVE-2025-6514 pattern.
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B.4 Detection Coverage Gap Analysis

The following analysis quantifies the detection coverage gap between existing SIEM rule sets and the proposed Kill
Chain detection signatures. Novel stages (AKC.03, AKC.04, AKC.07) have zero existing SIEM rules — a critical
blind spot that the proposed 24 new detection signatures address.

Detection Coverage Analysis: Existing vs. Proposed Rules per Kill Chain Stage

[ Existing SIEM Rules
[ ATLAS Techniques

Il Proposed Detection Rules
ZERO
SIEM
ZERO
SIEM
ZERO
SIEM
6
4
2
0

AKC.01 AKC.02 AKC.03 AKC.04 AKC.05 AKC.06 AKC.07
Recon Identity Tool* Trust* Execute Persist Cascade*

—
~
1

=
N
1

=
o
L

Number of Rules/Techniques
©
1

* Novel stages: Zero existing SIEM detection coverage. Proposed rules close the gap with 24 new detection signatures.

AKC Stage Existing SIEM Rules ATLAS Techniques Proposed New Rules| Coverage Gap Status

AKC.01 Recon 4 (AML.T0016, TO035) 15 (+3 new) Partially covered
AKC.02 Identity 8 3 (AML.T0040, T0012) 12 (+4 new) Partially covered
AKC.03 Tool * 0 2 (AML.T0043, T0042) 8 (all new) ZERO coverage — critical
AKC.04 Trust * 0 2 (AML.T0048, T0015) 10 (all new) ZERO coverage — critical
AKC.05 Execute 6 3 (AML.T0044, T0019) 14 (+8 new) Partially covered
AKC.06 Persist 3 2 (AML.T0047, T0020) 8 (+5 new) Partially covered
AKC.07 Cascade * 0 2 (AML.T0051, T0024) 6 (all new) ZERO coverage — critical

Summary: Existing enterprise SIEM deployments provide detection coverage for 29 of 73 proposed rules (40%).
Novel stages AKC.03, AKC.04, and AKC.07 have zero existing coverage, representing 24 rules (33% of the total
matrix) operating with minimal detection coverage. Organizations deploying autonomous Al agents without
addressing these three stages are operating with a structural governance gap that traditional security investment
alone is unlikely to address.

Submission status: The Agentic Kill Chain specification (AKC.01-07) has been structured for submission to MITRE ATLAS as
a proposed agentic extension. Detection signatures are formatted for Sigma rule compatibility. The framework is simultaneously
being prepared for OWASP integration as a companion lifecycle model to the Top 10 for Agentic Applications (ASI01-ASI10),
with explicit cross-references between ASI risk categories and AKC attack stages.
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Appendix C: AKC-Bench v1.0 — Open Benchmark for
Agentic Al Security

OPEN SCIENCE: AKC-Bench packages the complete simulation environment, attack datasets,
defense configurations, and analysis tools as a reproducible benchmark. Licensed CC BY 4.0
for independent replication, extension, and academic use.

AGENTIC KILL CHAIN BENCHMARK (AKC-Bench v1.0) — Open Release Specification

ATTACK
DATASETS

HarmBench v0.5 (prompt inj.)

TrustExploit-17 (inter-agent)

MCPPoison-3 (tool compromise)

PoisonBench v1.2 (memory)

ChainReact-50 (cascading)

SHA-256 hashes for all files

AGENT
CONFIGS

AutoGPT v0.6.1 (YAML)
CrewAl v0.51.0 (YAML)
LangGraph v0.2.38 (Python)
System prompts (unmodified)
ChromaDB memory configs

MCP server specifications

OPA/Rego policy rules

SPIFFE trust domain YAML

Circuit breaker thresholds

Kill switch trigger configs

Prometheus alert rules

ANALYSIS
TOOLS

Jupyter analysis notebooks

Statistical test scripts

Visualization code (Python)

CI/CD pipeline (GitHub Actions)

Docker Compose environment

Results validation checksums

Sigma detection signatures

\ \

License: CC BY 4.0 | Repository: github.com/kieranupadrasta/akc-bench | Zenodo DOI: pending deposit

C.1 Benchmark Components

Attack datasets (5 suites): HarmBench v0.5 for prompt injection (100 test cases), TrustExploit-17 for inter-agent
exploitation (85 test cases derived from arXiv:2509.10540 methodology), MCPPoison-3 for tool compromise (3
poisoned MCP servers with 60 attack scenarios), PoisonBench v1.2 for memory poisoning (75 test cases),
ChainReact-50 for cascading failures (50 multi-agent propagation scenarios). Total: 370 unique test cases. All files
SHA-256 hashed for integrity verification.

Agent configurations: Complete YAML configurations for AutoGPT v0.6.1, CrewAl v0.51.0, and LangGraph
v0.2.38. Unmodified system prompts included. ChromaDB v0.4.22 memory store configurations. MCP server
specifications for all 15 servers (12 legitimate + 3 poisoned). Deterministic seed (42) for reproducibility.

Defense configurations: OPA/Rego policy rules for semantic tool inspection. SPIFFE trust domain YAML for
cryptographic agent identity. Circuit breaker threshold specifications. Kill switch trigger configurations with timing
parameters. Prometheus alert rules for behavioral monitoring. 24 Sigma-format detection signatures covering all 7
Kill Chain stages.

Analysis tools: Jupyter notebooks reproducing all statistical analyses (95% CI, Cohen's d, Fisher's exact with
Bonferroni correction). Python visualization scripts generating all charts. Docker Compose environment for
one-command deployment. GitHub Actions CI/CD pipeline for automated test execution. Results validation
checksums.

C.2 Usage and Extension
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AKC-Bench is designed for three use cases. Independent replication: Researchers can reproduce the full
2,000-trial experiment using the provided Docker environment and verify published results against checksums.
Extension: New attack vectors, agent frameworks, or LLM architectures can be added to the benchmark using the
documented test harness interface. Enterprise assessment: Organizations can run AKC-Bench against their own
agent deployments to measure Kill Chain coverage gaps, though production deployment requires additional safety
controls not included in the benchmark.

C.3 Limitations and Ethical Considerations

AKC-Bench contains functional attack tooling and should be deployed only in isolated environments with no connection to
production systems. The poisoned MCP servers contain synthetic data designed to trigger measurable agent misbehavior
without causing actual harm. Users assume responsibility for safe deployment. The benchmark does not include zero-day
exploits, malware payloads, or techniques that could directly enable attacks against unpatched systems.

Release status: AKC-Bench v1.0 is structured for release upon completion of peer review. A pre-release version is available to
gualified researchers upon request (info@kieranupadrasta.com). Zenodo DOI will be assigned upon public release. The
benchmark will be maintained with version updates as new agent frameworks and attack techniques emerge.
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